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Abstract 

PROBLEM TO BE SOLVED: To obtain ciphering and deciphering devices capable of reducing the load 
of ciphering and deciphering processing for various data and applying strong ciphering processing to 
important data. 

SOLUTION: Original data to be the source of data to be transmitted are divided by a data block division 
means 242 in each sort of data on the basis of an analytical rule 241 stored in an analytical rule storing 
part 224. Then a data block ciphering means 244 ciphers each data block in accordance with importance 
on the basis of the contents of the analytical rule 241 to prepare a ciphered data block. A cJata block 
integration means 245 integrates the ciphering method of each ciphered data block and the positional 
information of a storage area storing the ciphered data block as ciphered data and sends the ciphered 
data to a client. Since ciphering strength can be changed in accordance with the soft of data constituting 
the original data, efficient ciphering and deciphering processing can be performed and the load of the 
ciphering device and the deciphering device can be reduced. 
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S 3 

[0053] j^±©n i ©#^i:ii 2 ©^v N-rn©« 

^T't), Bt^fb'fPS^'O >y 9 4 0 2, 4 1 2i, 4 1 
2 2 , 4 1 2,i:LTI«HHtUT^fcVvr-*S:&ffl 

A'2 0 2 fc«!^mfS$,2 0 6©^*|tflC^y^«)fcBi 

[00 54] H io i±^«^SMi©^b^M©«l^ 

htbT©^«tS^2 0 6ti, ^>^-^>vhlB2 0 
1 , ^«fSIB2 0 3 fei:Z>*SH!^2 0 4 &/rLT^{f 
L/fc«F^fbx-*4 0 1 (4 11) frib-r- ^ "/a >y 9 
?:^f!l1--5.f : - ^ 'V ?##J#$ 5 0 1 feflfctr n 
S. t-*- * -y *3M9fM8 5 0 1 T'^flSti^M^ © 
t-*- 9-?U*j9 it. t 5 - * >y 9 5 0 2 TMfc 

^fcStU t-*-^^#®5 0 3 taotSf-^^ 
^ $ ti 5 i o I C «e o T ^ ■£> . 

[0 0 5 5] &&-7-9ttv9&m>8L$0 1* *r 
- 9 -fU >y V&tt®. 5 0 2&&XfT-ZWi&^® 5 0 

3 it. -9— a' 2 o 2 w<m 3 t-^ u fe##is<t mmzm 

BLte^cPUtzfttfmj-tzzfusf^&iz&vxm 

tmiz$m*2>^&x-&£>. *>%hh. znt>cD-m£ 

[00 5 6] El 1 1 14t-*^ * "/a ^y 94>fJ#l9l©^ai© 

Sfch&^bbfcfctfn?**. 2 o 6 «Bf ^-f b 
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-r-#4 0 1 (4 11) &&frf*fc &f"9?S 5 2 

i : y) , m^itm&7uy*?wmit2ftx^2>frz 

:/S 5 2 2) . B&^bStlT^-S^#lCtt (Y) , H8 
ttzim9K.&Lfcm%tt.18&'7n y?4 02 (4 1 2 

1. 4 1 22, 4 1 2 m ) £Wfbt£ Uf>^S 

5 23). ^bt, B&^fbflH8^D V ^ 4 0 2 (4 1 2 
1. 4 1 22. 4 1 2 m ) ©P^icg-^T, t&mt 
7- # tTVWmvm^lVr- Z7Uy9403 h 4 

0 3 2 , 4 0 3m (B8. K9#M) (C^fS C*. 

f'^S5 24) . ff-SHb-fS^'D 7^4 0 2 (4 1 2 

1. 4 1 2 2 , 4 1 2 m ) Slt^ffcLT^ftmi^JC 

l± Ufy^S 5 2 2 : N) , StelC^T-y 5 2 4 
©#fflKftr*>*V&. Xf'^S 5 24 (Djmtmj b fc 
5>, ff^-fbr- * "7* a -y ? 4 0 3 1, 4 0 32, 4 0 

>y^S5 2 5) , ^-#7ny?##J#m5 0 ICDfllJl 
£^73-fr£ (x> K) . 

[0 0 5 7] HI 214. 7~*7uy9Q&¥®L<Wm 

5 0 214, t 1 -*:/!^ *#£0?©5 0 1 ft»e>A#3*i 
fcHf^b-r- ^ »y ^ 4 0 3 1, 4 0 32, 4 03 
mlCHg ^fSgfc W$ tlT^ZfrZo PZWftL U^y 
7S5 4 1) , ^Sm:i\£#£fC&-£©flr§#£r$ 
fflbtP|tftf-!5i7'n>y?4 0 3i, 4 0 3 2 , 4 

0 3,S:tt^"tS Uf»;^S5 4 2) „ Bg 
#f bfffg^'O -y ^ 4 0 2 (4 1 2i, 4 1 22, 4 1 

2 B ) Icf&HflStiT v \&ttj&ir S«f#ft&jStCS^ V aT 

Ztl^OBf-^b-r- ^ ^'n >y ^ 4 0 3 1, 4 0 3 2, 

4 o 3 1 ^tt-^f*-i:f-*:S. 0 0 0-4 7 

5 8 o^»cBjg%3titk>* i^ic f&m&jm.® 

7a& (fc£x.liPKI&£WiDi ffie-Hell 
man© "eWc^bT^Stft&tCtt, U^y^ 
S54 1 : N) , ^fc#&;ftfe*fflfflra*&WU 
flf^fb'If^D >y * 4 0 2 (4 1 2i, 4 1 22, 4 

1 2 m ) tCtti»[3tiTV^6)l*t5't*l«#fb*jSlClSt5v^ 
Trtl'i(Z)Ht#'fb-r-^^D>y^4 0 3i, 4 0 32, - 
-4 0 3 m &K&t6 (Xf77"S5 4 3) „ 

[0 0 5 8] 5 4 2&£WtX-r>y :/S 5 4 

3 ©gggtf t^T©!©^^- * ;/n y * 4 0 3 i, 4 
0 32, 4 0$ n \Z~DWTWT\stz.b, T-fffUv 
9W&m 5 0 2 Btt^aflfefrf*-* &-r- 
a5 0-3lCffiij-tSifclC«:S U-r«V^S54 4) . 

[0059] ei 1 3 it. - * m&^-mwtimomti & 

^ Lfcfcanf&S. t 8 -**!^® 5 0 3 it#^n >y 
^itOr-iSf5:lofoS^l C*-r<y:/S5 6 

1) , ^•i--ST : -^^#^Et-^^lt^©^WS:3iUji 
f Uf'^S 562 : N) „ t^XtDT-tKDffii&tf 

mrLtzt, (y) , itiicfcoTitecsnfcJS^-* 

i«^«fS$$2 0 6 (Hi) ®^*i8li»«®t^8S 



(8) #Hg2 0 0 2- 1 9 0 7 9 8 

14 

>moM®&z> ^mmm. m^tr) tempts z 

fctC&S (Xr'y7°S5 6 3) „ 
[0 0 6 0] H±» Lfe^SiTiif-i! 7*D y^ 

tl#IS 2 4 2 2 WSffyf- * "7*D <y * fC^ffl U 

#ib3^£M» b, £ tlJ^©-W»(Z)T-*- * 7a >y 
^(Cov^ttB&#5SS©0i^Btm#^&Sfflbfc„ r 

[00 6 1] $&w<DWi i g^ggw 

[0 0 6 2] B 14 It, #S8UJ©& 1 £«$|{C£tt-5 
-A202 A(Dt- 9 ~?U V Mm&8L 2 4 2 It, «Wf 

2,2 4 M&*teftfc«»r;i/-.n> 2 4 1 

20 □ y ^tC^-fObT^D v *fitfeffl*K 6 0 1 (Cffi^fS 

oy?— * -fu v v^mm b, tmmmfe^m 243 

[0 0 6 3] tUXli. t-97vvZ&oM< s *>v>K 

StlTLi-J^fiW&S. fit, ZtfUd&t^lC 
r3V^Tlt^®iB8(e*S:© 1 bTCDT riple 
DES (Triple Data Encryption Standard) (7)&o\Z 

30. jt«iEflgBiMHaiK«>3aiv ^©sasR-r^o tfe, rpmmo 

T-9-?Uv9&PM&\Z.\ZDES (Data Encryption 
Standard) (b&o&tyW&<n^t%i&ZmR?Z>o ? 
- Z zfU >y Z WDg* a%j(D©#^IC«D E S ©SKLEflK 
S^KtfC b «fc -5 CCBgf -t^S0i:fc^«Jlit » * © * 

o T, -r - * ^'D >y ^ Hf #f 2 4 4 tt^tl^tWD-r 

So 

[0 0 6 4] ZltliCtU, f : -^©-fe d T3.'JT--f fejt^ 
40 WiS<fi»fctf fc, ^^S^2 0 6iJTttHt^^© 

[0 0 6 5] ggggjg 2 (OSBgffil 

[0066] eh 5 it, *ffli<rim2ai9aem£nirf& 

T'H 1 ©aa&WOB l 4 h|il-g|5^{c{i|Hi-c7)^$:# 

(D-^-Ji 20 2BI1 3£ 1 (D^McO-y--/^' 2 0 2 A £ 



* 
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(D^m^itm^^r^ta^m e 2 1 jca^s^s 

[00 67] Hi 6 {im-^^B#M^m^©©^S|(D^ 

1±Mt-*- * ©«C/S T^^^Sf P^(D^ffi &?Te> „ 
Wcf- 9 ■hWWom&lZtt (X-r>v7 B S6 4 1 : Y) , 
3 3msec U U#) tCK^-tS Uf«y^S64 
2) „ 7-^-S/a>GIF (Graphics Interchange F 
ormat) ©^jCfi Ufy^S 6 4 3 : Y) , f^* 10 

Sr^S-TS U^y^S6 4 4) . Ztim-OMS* t 

f>y^S64 3:N) > ^3- KB^CjtMtf^ig 

« Uf>V7 , S64 5) . ZL©±e>tCLT«-5H^B#5g 

■fS U-r-y^S6 4 6) . ;*£QS»0fl6HHSSfte¥ 

|§ 2 4 3 B tt0 1 5 ICj^f J: ? IC&^&g-r- 

6 2 2** ?)tt^jigrr - #623 ©^tjgttS <k o \Z 20 

[0068] mi 5\zmoTmffl*mttz>, m^mm 
2 4 3 b to wmmT- 9 &mm 6 2 2 e> 

^Stlfc^^iS^-^ 6 2 SKafcSWC&T*-*"/ 
D y ?©Rgr#3&S£fg^-r6„ Wfflgr-* 6 2 3 
»*, ^7^7>h^LTO^«i5#2 0 6-e-9-^-h 
LT^-5Bf^b^©-f/<TlCo^T7 I 3- i 

*>y. «^ms7-*-^^W6 2 2^M§tiTv^„ 
nt't^in ^t^&^-rsfei?)©^^^ 30 

[0 069] Hgr^§j&Mfc£#© 2 4 3 B tt. UWfim 
P^feT (sec) , Sfc^-dt^ny^SSrL j £L 
t=.£Z. ?k<D (1) ttmM.-t&£$lC&Tr-*-7ay 

[0 070] 

[ffcl] 

T = S~ 4- (1) 

i V 1 40 

[0 0 7 1] fmikfim&Vk&Z-D^TllL &r-97 

[0 0 7 2] -r-^yo >v *«IHHfc#©2 4 4 A 14, ft? 
*rr - * gfflt#& 6 2 4 (C^S^lT V ^Bt-t-fb^T 50 



#(|g200 2-l 9 0 79 8 
16 

Zti^nMfc-f&T- 9 zfa >v 9 affimtiffS. -r- 

9 -fa y 9M&^&. 2 4 5 itm^t £*i£t-*- # «y 

£ 0 ^LT^ft&lfr^b^-^fcbTHtfrrsrfcKfc 

[0 0 7 3] £©j&2©SegWlC<fc*U£ ^-fTXh 
"C-9-jK- h UT^6^lt^fb*i5fe®x3- RgSfS:^ «> 
MS b"t 7 s - * v 9 {CfS CTBf^b^&ji 

[0 0 7 4] fcfc, IS6MJ3J:tlW«TH4^«iS# 

S (Personal Handyphone System) , PDA-g-CD'ftfiCO'ff 
[00 7 5] 

imxBf&m txmm l h. «t d tcis*« 1 ~n^4 

So 

[0076] * 2 ~||*S4 |3«®^0i!tC J;tl 

[0 0 7 7] WiZWimmMvmiX'l*. -?0y9& 

[0 0 7 8] *fe»#«4fB«©^{C<fctl{^ 

- * ottBMMt L&tf e>mp^fb©3SlS«rjaR'r $ J: e> 
<D&fflgZ%&Ltetfb^MfM%1t&ft5 Z £1$X 

[0079] MK^^^mommKMi, wg^it 

Zjxtc.7~9*&mLxz.n*T-9<ryfflmioyr-9 

•fuv9 Kftm U ttl^Wr- 9 -fa y9Z£ <DB| 
[0 0 8 0] ife^«6f3^©56Wlc«fctiH 



(10) 



2002-190798 



17 



18 



[0®<z>fS#&mm!] 

[03] *^M©-9--A©«ltg^«^$:^Lfe^n 

[04] 4^H6Wi?ftffl'r*;i/-;H«aii: 

[05] ^lagM^x-^^a^^^iTO&^bfc 

[06] *^gM»Bf^^*^IS©MS^^bfe 

feri0"e&£p 

[07] ^a^©^-*^D>5/^©^b#S®«SIS: 

[0 8 ] Xm&WZ'W, 1 ©#Sre«§£3 ftfcmrefb-r- 

*«X(tfSS:^Lfc3WI0T?&S. 20 
[09] *^6SMT'^ 2 <Z)#&T*^$*ifcBf ^fb^- 

[010] #^MT**^fT>h£UT<z>^«iS*8 

f^1S®<i«®«@|S:*b Lfc7"a v >J 0T-fe 

So 

[0ii] *mm^-%?uvtm&m>9m. i £ 

[012] ^jj^^-^^D^^tg^aiOfflsaS: 

[013] xm/mx-?- 9 m&^m&m® l & 30 

[014] 1 ©^Wcfctt-SBg^bSffii: 



t 

So 

[015] *«^®»2<z^ftHcfeWS«f^fc^Bfc 

■2>o 

[016] n2©ie^Micfcws^^^r^m#i8 
[01 7] m%itznt=.7 l -*(»&%<kzffiv&ik'tz>z. 

20 1 -f>#-*y hji 

20 2, 202 A, 202B V-A 



2 0 6 
2 2 1 
2 2 3 
2 24 
24 1 
24 2 



( 



CPU (tp^MM&M) 

24 3, 243 A, 243B Uf^^S^^ 

2 4 4, 24 4 A "r-Z^Uv V^WJ^Wl 

24 5 ?-9-fU*j>?W£&®L 

4 0 1, 4 11 Hf^bT 1 -^ 

4 0 2, 4 1 2 Hf^fMffg^O *V ? 

403 w&mjcsr- 9 rfu v V 

5 0 1 7-*- # y tftm&fSL 
50 2 f-^7'P7^t^ 
503 -r-#^#S 

6 0 1 ~f U v VWi^®. 

621 &w?%mmim® 

6 2 2 ^ii^T-'-^^gP 

6 24 «f*fx-*IBI»^© 



Hi] 



92] 



[06] 




,202 



,221 



CPU 



402 




^225 




403, 



[08] 



403. 



.222 



mm 








=1® 



,40L 

1 



403. 



—•I 



S32I 



S322 




.S323 



(11) 



WSZ 002-190798 



[®3] 



094] 



[073 



224^ 



241 ^.242 



T ' . E 

^ — I fr-fraugftfr^a 

241 1 ^244 



,202 



, I lis 



[05] 



CIS) 




S307 



S308 



7W-A#tfr 
1= 



S303 



S309 



I 



— zE — 



S302 




! W«Wr 


%s Y 






S305 







,261 







HTML 


<body></body> 






GIF 94a 


GIF Header.Appllcation Extension. 
Graphic Control Rxtension.Trailer 


JPEG 




BMP 


5fe®i»b54byte 


* 


i 
■ 


Quick Time, 
MPEG, 


T-9<n&&(m(K 




f '-?W5fe®i:*Jl»N byte 



[mi o] 



601 



.502 



^503 



r-9titG^Mk I 



81 i] 



S341 



S342 




G£ED 



[01 3] 



37 



S661 






Y S563 








( *! 





CH9] 



412j 403, 412, 403 a 412, 



[HI 4] 



.411 



i ^j s V$\ s Effd V<(A s 1 



412. 403_ 




-.242 

m j 



241* 



,202A 



T ^244 



245. 



T'-97'v9m&¥fSt 1 




S525 



3E 



(12) 



^2002-1 9 0 79 8 



[HI 2] 



CUED 




S544 



E 



5543 



I 



[Hi 5] 



224^ 



622 _ 



r-9 
mm 



241 



,242 



623 



^601 

_^621 



623 



,243B 



w 624 



^245 



-202B 



[HI 6] 



[Hi 7] 




S644 



S646 



(a) 



102, 102, 
i ' I ' I 



(b) 



102 



,101 



104, 103, 104 2 103 2 L04 o 103 o 



